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1
Decision/action requested

Approve the KI for detecting sources of potential data poisoning.
2
References

[2]
3GPP TR 33.817 : "Study on enhancement for data collection for NR and ENDC"
[Y]
Certified Defenses for Data Poisoning Attacks: Publication from Standford University
3
Rationale

For the use-cases considered in 3GPP TR 33.817 [2], various inputs are considered for AI/ML based solutions. These inputs can be from UEs as well as from BTSs. Even if a small percentage of these inputs get corrupted or manipulated by malicious actors, the accuracies of AI/ML models can degrade significantly. Hence, from security point of view, it is important to study various techniques to detect sources of potential data poisoning attacks towards RAN AI-ML based solutions.
4
Detailed proposal

******************** Start of Changes ************************************************************

5.X
Key Issue #X: Detecting sources of potential data poisoning attacks towards RAN AI-ML based network optimizations
5.X.1
Key issue details

Studies made in [Y] indicate that a 3% training data set poisoning leads to 11% drop in accuracy. Considering this, it is very important to ensure that the training data consumed by RAN AI/ML models is not manipulated. RAN AI/ML models are intended to be used for various automated and proactive network optimizations to provide better service to the UEs. Therefore, the consequences of poisoned data can lead to negative impacts on the network performance as well as service to the UEs. A malicious actor having a compromised UE or a compromised/Fake BTS can intentionally inject bad data for consumption of RAN AI/ML. For example, in 3GPP TR 33.817 [2], predictive load balancing is considered as one of the use-cases. Inaccurate predictions of cell congestions can lead to load balancing actions which can degrade the network performance in terms of higher call drops, intermittent coverage holes, etc.. Similar are the cases where a UE (wrongly) reports optimal throughput over its current RF conditions or otherwise wrongly reporting non-optimal throughput over its current RF conditions.
Therefore, it is important to detect any bad/poisoned data and/or sources of poisoned data input to RAN AI/ML models and applications, and possibly take risk mitigation actions.

5.X.2
Security threats

A malicious actor can inject bad data and influence RAN AI/ML models to make inferences leading to un-intended changes in the network configurations degrading the network performance including denial of services and more.
5.X.3
Potential security requirements

5G System shall be able to detect any bad/poisoned data and/or sources of poisoned input data for RAN AI/ML models and applications and take appropriate risk mitigation steps.

5G System shall be able to monitor bad sources of input data for RAN AI/ML models and applications and protect the integrity of the AI/ML models by taking appropriate risk mitigation steps.
************************** End of Changes *******************************************************
